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FIVECAST PTY LTD SOFTWARE LICENSE TERMS 

COMMERCIAL IN CONFIDENCE 
FIVECAST PTY LTD - ABN 48 621 030 199, Base64, 64 North Terrace, KENT TOWN SA 5067 - Released February 2019 

BACKGROUND: 
A. Fivecast has the rights to license the Software. 
B. Fivecast will, on the terms and conditions of these Software License Terms, 

grant the Licensee a license to use the Software and will provide Training in 
consideration for the Fees and the Licensee's compliance with this 
Agreement.  

1. DEFINITIONS 
In this Agreement: 
³$JUHHPHQW´ means this agreement, clauses 1 to 18 of this document, any 
annexures, and any amendments agreed to in writing by the Parties; 
"Claim" means, in relation to a Party, a demand, claim, action or proceeding 
made or brought by or against that Party, however arising and whether 
present, unascertained, future or contingent; 
"Cloud Services" means the cloud-based service through which Fivecast 
stores Licensee Data as is further described in, and subject to the terms of, 
clause 8.3;  
³&RPPHQFHPHQW 'DWH´ means the date on which this Agreement commences 
as specified in a related Order Form; 
³&RQILGHQWLDO ,QIRUPDWLRQ´ means the confidential subject matter of 
Intellectual Property Rights, financial information and other commercially 
valuable information in whatever form including unpatented inventions, trade 
secrets, formula, know-how, discoveries, works, improvements, innovations, 
ideas, concepts, graphs, drawings, designs, samples, devices, models and 
other materials which a Party labels or identifies as confidential to it and, in the 
case of Fivecast, Fivecast's Confidential Information includes the Software and 
Fivecast Materials (and any part or copy of them). However, the following will 
not constitute Confidential Information: 
(a) information which as at the date of this Agreement is already legally in 

the public domain; 
(b) information which after the date of this Agreement becomes part of 

the public domain otherwise than as a result of an unauthorized 
disclosure by the receiving Party; 

(c) information which is or becomes available to the receiving Party from a 
third party lawfully in possession of such information and who has the 
lawful power to disclose such information to the receiving Party; or 

(d) information which is independently developed by an employee of the 
receiving Party who has no knowledge of the disclosure to it in 
accordance with this Agreement; 

³)HHV´ means the fees specified in or to be determined in accordance with the 
terms of the Order Form, as payable by the Licensee to Fivecast, including any 
fees relating to the Software and Training;  
³)LYHFDVW 0DWHULDOV´ PHDQV )LYHFDVW¶V SUH-existing or independently 
developed documents, reports, databases, software, processes, tools and 
other materials that Fivecast generally uses in connection with the provision 
of the Software and Training and includes any enhancements or 
LPSURYHPHQWV WR )LYHFDVW¶V 0DWHULDOV JHQHUDOO\ PDGH DYDLODEOH E\ )LYHFDVW
to customers.  
³,QWHOOHFWXDO 3URSHUW\ 5LJKWV´ or ³,35´ means all industrial and intellectual 
property rights of any kind including but not limited to copyright (including 
rights in computer software), trade mark, service mark, design, patent, trade 
secret, semi-conductor or circuit layout rights, trade, business, domain or 
company names, moral rights, rights in Confidential Information, know how 
or other proprietary rights (whether or not any of these are registered and 
including any application for registration) and all rights or forms of protection 
of a similar nature or having equivalent or similar effect to any of these which 
may subsist anywhere in the world and all other intellectual property rights 
defined in Article 2 of the Convention Establishing the World Intellectual 
Property Organisation of July 1967; 
"Law" means any statute, regulation, by-law, ordinance or subordinate 
legislation in force from time to time, whether made by any central government 
(including any State or Territory government), Commonwealth, or any local 
government, and includes common law and the principles of equity as applicable 
from time to time, and any applicable industry codes of conduct; 
³License 3HULRG´ means (a) the period from the Commencement Date to the 
Completion Date specified in the Order Form; and (b) each subsequent 12-
month period (if any) for which this Agreement is renewed in accordance with 
an "Automatic Renewal" section of the Order Form; 
"License Term" means the period from the Commencement Date until the 
earlier of (a) the expiry of the final License Period; and (b) termination of this 
Agreement in accordance with its terms; 
³Licensee Data´ LV DQ\ GDWD FUHDWHG RU GHULYHG E\ WKH /LFHQVHH XVLQJ WKH
Software;  
³2UGHU )RUP´means the terms of, and information contained in, an associated 
order form related to the License of Fivecast software to the Licensee from 
Fivecast or an authorized reseller of Fivecast Software; 
³3DUWLHV´ means the parties to this Agreement and their respective 
successors and permitted assigns, and ³3DUW\´ means one of them; 
"Permitted Location" means the location defined in the Order Form; 

³3HUPLWWHG 8VH´ means use of the Software by the Licensee in compliance 
with the terms of this Agreement, for the Permitted Use Cases, and in a 
manner that complies with (a) all applicable Laws; and (b) the terms and 
conditions that apply in connection with the use of or access to third party 
social media sites and platforms or similar and in respect of which the 
Licensee uses the Software.  
³3HUPLWWHG 8VH &DVHV´ means the permitted use cases set out in the 
DWWDFKHG µFivecast customers and permitted use-cases¶ WDEOH; 
³6RIWZDUH´ means the software licensed to the Licensee on the terms of and 
subject to this Agreement as is specified in the Order Form, excluding any 
Fivecast Materials; and 
³7UDLQLQJ´ means any training to be provided by Fivecast to the Licensee 
as specified in an Order Form. 

1.1 Interpretation 
In this Agreement, except where the context otherwise requires: 
(a) headings are for convenience only and do not affect interpretation; 
(b) the singular includes the plural and vice versa, and a gender includes 

other genders;  
(c) another grammatical form of a defined word or expression has a 

corresponding meaning; 
(d) a reference to a person includes a natural person, partnership, body 

corporate, association, trust, unincorporated body, governmental or local 
authority or agency or other entity;  

(e) a reference to a clause, paragraph or annexure is to a clause or 
paragraph of, or annexure to, this Agreement, and a reference to this 
Agreement includes any annexure;  

(f) if an act required to be done under this Agreement on or by a given day 
is done after 5pm on that day, it is taken to be done on the following day; 

(g) a reference to $ or dollar, is to United States currency; 
(h) a reference to an agreement or document is to the agreement or 

document as amended, replaced or otherwise varied, except to the 
extent prohibited by this Agreement or that other agreement or 
document;  

(i) a reference to a statute, ordinance, code or other law includes 
regulations and other instruments under it and consolidations, 
amendments, re-enactments or replacements of any of them;  

(j) D UHIHUHQFH WR ³ZULWLQJ´ LQFOXGHV D IDFVLPLOH WUDQVPLVVLRQ DQG DQ\PHDQV
of reproducing words in a tangible and permanently visible form; and 

(k) a reference to "termination of this Agreement" or similar includes any 
expiration, cancellation, voiding of or mandated cessation of this 
Agreement however arising. 

2. TERM 
2.1 This Agreement commences on the Commencement Date and, unless 

terminated earlier in accordance with any of its terms, continues until 
completion of the License Term. 

3. ORDER FORM 
3.1 The Parties agree that an Order Form is incorporated as part of this 

Agreement and is binding upon the Parties. 
3.2 Any provisions identified in the Order Form are incorporated into the terms 

of this Agreement and will take priority over the remaining terms of this 
Agreement to the extent of any inconsistency. 

3.3 No ordering documents issued by Licensee will be binding on Fivecast and 
the terms and conditions of any documents issued by Licensee in connection 
with this Agreement are hereby rejected by Fivecast and will be void. 

4. SOFTWARE LICENSE 
4.1 6XEMHFW WR� DQG FRQGLWLRQHG RQ /LFHQVHH¶V FRPSOLDQFH ZLWK� WKH WHUPV RI WKLV

Agreement, Fivecast grants to the Licensee a non-exclusive and non-
transferable, non-sublicensable license during the License Term to use the 
Software and Fivecast Materials in the Permitted Location (meaning that all 
information systems, computers, laptops and other devices on which any 
part of the Software is installed or which access the Software must be 
physically located in the Permitted Location) and solely and strictly in 
accordance with the Permitted Use. 

4.2 The Licensee agrees that this Agreement does not transfer to the Licensee 
any Intellectual Property Rights in any of the Software or Fivecast Materials. 

4.3 The Licensee must not: 
(a) use the Software or Fivecast Materials for any purpose other than the 

Permitted Use and must not attempt to avoid or circumvent any 
technological or other access controls that may operate in connection 
with any third-party social media site or platform;  

(b) copy or modify the Software or Fivecast Materials (except during ordinary 
use permitted under this Agreement, as permitted by applicable laws or 
to make reasonable copies in disk form bearing the same notices as the 
original and only for security and backup purposes); 

(c) remove or tamper with any copyright or other proprietary notices on the 
Software and Fivecast Materials, fail to reproduce any such notices on 
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copies of the Software and Fivecast Materials that Licensee is permitted 
to make under this Agreement; 

(d) adapt, extend, develop, enhance or make any other improvements to the 
Software, Fivecast Materials or any part of them;  

(e) reverse engineer, decompile or disassemble the Software or Fivecast 
Materials nor use the Software or Fivecast Materials to make derivatives 
or functionally equivalent software; 

(f) incorporate the Software or Fivecast Materials in any product to be made 
available commercially; 

(g) sub-license, sell or otherwise distribute the Software or Fivecast 
Materials;  

(h) allow anyone other than the Licensee's authorized employees to have 
access to the Software or Fivecast Materials without Fivecast's prior 
written consent; or 

(i) distribute any results or data produced or derived from use of the 
Software or Fivecast Materials (i) to third parties (provided that this will 
not prevent the Licensee from distributing results or data with 
Commonwealth departments or government agencies where the 
Licensee is required to do so) or (ii) in a manner which identifies or could 
reasonably identify Fivecast, the Software or Fivecast Materials. 

4.4 The Licensee is responsible for ensuring that only Licensee's authorized 
employees access the Software and must ensure that Software log-in and 
password details of Licensee's authorized employees are not shared (a) 
among Licensee's employees (whether authorized or not) and (b) with any 
other persons. 

4.5 ,I WKH /LFHQVHH¶V XVH RI WKH 6RIWZDUH UHTXLUHV HQWU\ RI ORJLQ FUHGHQWLDOV IRU D
social media site, platform or similar (³/RJLQ &UHGHQWLDOV´) into the 
Software, the Licensee is responsible for ensuring that Licensee employees 
enter Login Credentials authorized by the Licensee. Fivecast does not 
warrant that the Licensee's use of any social media site, platform or similar 
in relation to which the Licensee uses the Software will be uninterrupted or 
error-free and Fivecast is not responsible  for any restrictions, bans or 
account shutdowns which cause any Login Credentials to be suspended, 
cancelled or otherwise inactive. 

5. ONLINE PERSONA MANAGEMENT SERVICE 
5.1 The provisions of this clause 5 apply if the Order Form specifies that the 

Licensee will acquire, and Fivecast will provide, the "Online Persona 
Management Services". 

5.2 The Licensee appoints Fivecast as its agent to create the specified number 
of personas for each specified social media site, platform or similar, as 
specified in the Order Form, including to accept all terms and conditions of 
use (or similar) applicable to any social media site, platform or similar. 

5.3 The Licensee authorises Fivecast to disclose that it is the agent of the 
Licensee with respect to the creation of personas as contemplated in clause 
5.2 where a third party makes a request, allegation, claim or demand to or 
against Fivecast in connection with the use of the social media site, platform 
or similar, or where otherwise required by law. Before Fivecast makes any 
such disclosure, Fivecast will give the Licensee notice of the disclosure (if 
permitted by law) to enable the Licensee, DW WKH /LFHQVHH¶V FRVW� WR VHHN D
protective order or other remedy to prevent or limit the disclosure.  

6. TRAINING 
6.1 Fivecast will provide the Training as described in the Order Form and in 

accordance with the dates specified in the Order Form.  
6.2 Fivecast will� LI XVLQJ RU DFFHVVLQJ WKH /LFHQVHH¶V SUHPLVHV RU IDFLOLWLHV�

comply with all reasonable directions and procedures specified by the 
Licensee relating to work health and safety and security in operation at that 
site. 

7. FEES AND EXPENSES 
The Licensee will pay the Fees to Fivecast or its authorized reseller as 
specified in the Order Form and within thirty (30) days of receipt of an invoice 
from Fivecast. 

8. LICENSEE DATA AND CLOUD SERVICES 
8.1 The Licensee shall own the Licensee Data and Fivecast shall provide the 

Cloud Services to store the Licensee Data for the Licensee. 
8.2 The Licensee acknowledges that the Software is a discovery tool and the 

Licensee Data should not be used for evidentiary purposes. All information 
provided by the Software should be verified by the primary source of the 
information.  

8.3 In providing Cloud Services, Fivecast will use commercially reasonable 
efforts to ensure that Licensee Data is stored in accordance with generally 
acceptable levels of security processes and protections and will be readily 
available to the Licensee. However, the Licensee acknowledges that the 
Cloud Services are dependent on third party cloud service providers 
engaged by Fivecast for the purpose of using the service provider's cloud 
platform to provide storage of Licensee Data and that Fivecast is subject to 
contractual terms and conditions with such third party that may impact the 
Cloud Services. The Licensee acknowledges that the Cloud Services may 
be impacted through changes implemented by third party cloud service 
providers and agrees to comply with Fivecast's reasonable directions 
relating to the Cloud Services that may be made from time to time. 

8.4 Clauses 8.2 and 8.3 survive termination of this Agreement. 
9. CONFIDENTIAL INFORMATION 
9.1 Each Party will keep the terms of this Agreement and all Confidential 

Information of the other Party confidential and will not, without the prior 
written consent of the other Party, disclose or permit the same to be 
disclosed to any third party. 

9.2 Each Party will use all reasonable endeavors (including, but not limited to, 
labels or verbal notification) to ensure that the other Party is aware of the 
confidential nature of Confidential Information at the time of disclosure. 

9.3 Each Party will ensure that its officers, employees and agents comply with 
the obligations of confidentiality imposed upon it by this clause 9 as if 
personally bound by such obligations. 

9.4 Fivecast personnel may only view the Licensee Data as required for support 
and maintenance of the Software.  

9.5 This clause 9 survives termination of this Agreement. 
10. NO PUBLICATION / PUBLICITY 
10.1 Neither Party may use the name of the other Party without previously having 

obtained the specific written consent of the relevant Party and the use of the 
name of a Party is subject to any conditions attaching to such consent. 

10.2 Unless the prior express written permission of the other Party has been 
obtained, a Party will not make or permit to be made any statement related 
to: 
(a) this Agreement; 
(b) a Party; or 
(c) any information obtained by a Party under this Agreement or through use 

of the Software or Fivecast Materials that may in any way identify the 
other Party.  

10.3 This clause 10 survives termination of this Agreement. 
11. WARRANTY DISCLAIMER 
11.1 To the extent permitted by law and without limiting any other specific 

terms of this Agreement, Fivecast makes no warranties, whether 
express, implied, statutory or otherwise, including, without limitation, 
warranties of merchantability, fitness for a particular purpose or non-
infringement warranties in relation to the Software and services 
provided pursuant to this Agreement. 

11.2 This clause 11 survives termination of this Agreement.   
12. LIMITATION OF LIABILITY 
12.1 Subject to clause 12.2� )LYHFDVW¶V liability, in the aggregate, under or in 

connection with this Agreement, however caused, and under any 
theory of liability (including whether in contract, tort (including 
negligence), equity, statute or otherwise) will not exceed an amount 
equal to the total Fees paid by the Licensee in the 12 months prior to 
the date on which the relevant Claim for liability was made. 

12.2 To the extent permitted by Law, Fivecast will not be liable to the 
Licensee for: 
(a) any special, consequential, incidental, indirect or punitive 

damages; or  
(b) any lost profits or lost revenues, or for any loss of data or loss 

of use of data, 
arising out of or in connection with this Agreement, however caused, 
and under any theory of liability (including whether in contract, tort 
(including negligence), equity, statute or otherwise), and even if 
Fivecast has been advised of the possibility of any of the foregoing.  

12.3 The Licensee acknowledges, agrees and represents to Fivecast that the 
Licensee accepts it is solely responsible for ensuring its use of the Software 
and Fivecast Materials (including the manner in which it uses them) complies 
with all Laws and all terms of use, terms of service or similar terms applicable 
to any social media site, platform or similar in relation to which the Licensee 
uses the Software or Fivecast Materials, and to the extent that Licensee has 
purchased the Online Persona Management Services, any use of the 
Licensee Designated Sites by Fivecast. Without limiting any other provision 
of this Agreement, the Licensee releases Fivecast from any and all liability 
the Licensee incurs as a result of any Claim made against the Licensee and 
which alleges its use of the Software or Fivecast Materials does not comply 
with any Law or any social media site, platform or other online site or service 
(including any Licensee Designated Site) and the terms of use, terms of 
service and similar term of any such site, platform or service (including any 
Licensee Designated Site). 

12.4 Not used. 
12.5 This clause 12 survives termination of this Agreement. 
13. RESOLUTION OF DISPUTES 
13.1 The Parties agree to co-operate and to use all reasonable endeavors to 

resolve any disputes or differences between them (³'LVSXWHV´).  Disputes 
which remain unresolved for thirty days or more will be referred to the Chief 
Executive Officer (or analogous position) of each Party or his or her nominee 
for resolution. 

13.2 If the Dispute has not been resolved within thirty days of referral of the 
Dispute in accordance with clause 13.1 then, as a condition precedent to 

26









2

From:   
Sent: Tuesday, 5 April 2022 2:51 PM 
To: @dese.gov.au> 
Subject: RE: Budget Business Case - Additional funding for Fivecast licences [SEC=OFFICIAL] 

OFFICIAL 

Many thanks , and that is a good question, I understand TSD are onboard but  is more across the 
detail. 

 

From: @dese.gov.au>  
Sent: Tuesday, 5 April 2022 8:54 AM 
To: @dese.gov.au> 
Subject: RE: Budget Business Case - Additional funding for Fivecast licences [SEC=OFFICIAL] 

OFFICIAL 

Thanks  

Endorsed 

I had one query, which doesn’t affect the logical decision to endorse funding the additional licenses. Does anyone 
else in the department use the software, and does TSD ‘endorse’ it as approved software? I ask because TSD have 
pushed back on software that my team have suggested for data exchange because they have other approved 
software for that use. This might be something you consider in the future. I wouldn’t recommend turning over that 
rock at this point in time though. 

Happy to discuss 

 

From: @dese.gov.au>  
Sent: Tuesday, 5 April 2022 8:26 AM 
To: @dese.gov.au> 
Subject: RE: Budget Business Case - Additional funding for Fivecast licences [SEC=OFFICIAL] 

OFFICIAL 

Sorry , see attached. 

 

From: @dese.gov.au>  
Sent: Tuesday, 5 April 2022 7:53 AM 
To: @dese.gov.au> 
Subject: RE: Budget Business Case - Additional funding for Fivecast licences [SEC=OFFICIAL] 

OFFICIAL 

Hi  
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Could you please forward me the business case? 

Thanks 

 

From: @dese.gov.au>  
Sent: Monday, 4 April 2022 11:02 PM 
To: @dese.gov.au>; @dese.gov.au> 
Cc: @dese.gov.au>; @dese.gov.au> 
Subject: FW: Budget Business Case - Additional funding for Fivecast licences [SEC=OFFICIAL] 

OFFICIAL 

Hi  and  

Can you please provide a response to the below, many thanks. 

 

 
 

Integrity Measure Support Section | Provider Strategy and Approvals Branch 
Provider Analytics and Integrity Division 
Australian Government Department of Education, Skills and Employment 
Phone | Mobile  
www.dese.gov.au  

The Department of Education, Skills and Employment acknowledges the traditional owners and custodians of country throughout Australia and their continuing connection t
community. We pay our respects to them and their cultures, and Elders past, present and emerging. 

From: @dese.gov.au>  
Sent: Thursday, 31 March 2022 8:46 AM 
To: @dese.gov.au>; @dese.gov.au>; 

@dese.gov.au> 
Cc: @dese.gov.au>; @dese.gov.au> 
Subject: RE: Budget Business Case - Additional funding for Fivecast licences [SEC=OFFICIAL] 

OFFICIAL 

Endorsed. 

  
 |  Provider Integrity Branch 

Provider Analytics and Integrity Division | Early Childhood and Child Care 
Australian Government Department of Education, Skills and Employment 
Phone  
www.dese.gov.au  
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The Department of Education, Skills and Employment acknowledges the traditional owners and custodians of country throughout Australia and their continuing connection t
community. We pay our respects to them and their cultures, and Elders past, present and emerging. 

From: @dese.gov.au>  
Sent: Wednesday, 30 March 2022 1:20 PM 
To: @dese.gov.au>; @dese.gov.au>; 

@dese.gov.au> 
Cc: @dese.gov.au>; @dese.gov.au> 
Subject: Budget Business Case - Additional funding for Fivecast licences [SEC=OFFICIAL] 

Hello  and  

I am seeking your decision out of session as Committee Members for FDC Payment Integrity Measure (Stage 2) for 
the attached budget business case. 

The budget business case seeks to access $38,050 for software licences for Fivecast to support intelligence analytics 

If you have any questions please let me know, otherwise if you could please respond with your endorsement. 

Many thanks,  

 

 
 

Integrity Measure Support Section | Provider Strategy and Approvals Branch 
Provider Analytics and Integrity Division 
Australian Government Department of Education, Skills and Employment 
Phone | Mobile  
www.dese.gov.au  

The Department of Education, Skills and Employment acknowledges the traditional owners and custodians of country throughout Australia and their continuing connection t
community. We pay our respects to them and their cultures, and Elders past, present and emerging. 

32

s 22

s 22 s 22
s 22

s 22 s 22

s 22 s 22

s 22

s 22 s 22





2

OFFICIAL 

Endorsed. 

  
  Provider Integrity Branch 

Provider Analytics and Integrity Division | Early Childhood and Child Care 
Australian Government Department of Education, Skills and Employment 
Phone  /  
www.dese.gov.au  

The Department of Education, Skills and Employment acknowledges the traditional owners and custodians of country throughout Australia and their continuing connection t
community. We pay our respects to them and their cultures, and Elders past, present and emerging. 

From: @dese.gov.au>  
Sent: Wednesday, 30 March 2022 1:20 PM 
To: @dese.gov.au>; @dese.gov.au>; 

@dese.gov.au> 
Cc: @dese.gov.au>; @dese.gov.au> 
Subject: Budget Business Case - Additional funding for Fivecast licences [SEC=OFFICIAL] 

Hello  and  

I am seeking your decision out of session as Committee Members for FDC Payment Integrity Measure (Stage 2) for 
the attached budget business case. 

The budget business case seeks to access $38,050 for software licences for Fivecast to support intelligence analytics 

If you have any questions please let me know, otherwise if you could please respond with your endorsement. 

Many thanks,  

Integrity Measure Support Section | Provider Strategy and Approvals Branch 
Provider Analytics and Integrity Division 
Australian Government Department of Education, Skills and Employment 
Phone | Mobile  
www.dese.gov.au  

The Department of Education, Skills and Employment acknowledges the traditional owners and custodians of country throughout Australia and their continuing connection t
community. We pay our respects to them and their cultures, and Elders past, present and emerging. 
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Pages 39-85 redacted as irrelevant material under section 22
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Pages 91-102 redacted as irrelevant material under section 22







For Official Use Only 

Document 4, 
Attachment A(i)
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Pages 105 - 114 redacted under sections 47 and 47G
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Schedule 1 – Change Order

This Change Order (including its attachments, if any) serves to vary the Contract in accordance 
with the terms set out below.  Unless specifically stated in this Change Order, all terms and 
conditions of the Contract continue unaffected.

1. Change Order number Change Order 1 to contract ICTSR 17274

2. Raised by Agency

3. Details of change (use attachments 
if required)

Purchase of the following additional goods 
and services:
Four Fivecast ONYX Standard Configuration
licences to co-term with the existing licences on 
18/01/2023;

Fivecast Academy Online Training to co-term on 
18/01/2023; and

Three Expansion Pack - Data Sources totalling 15 
collection agents.

Details of goods and services to be purchased 
are as outlined in quotation at Attachment A.

4. Implementation date of Change 
Order

26 April 2022

5. Effect on Services Delivery of additional goods and services as 
outlined in Item 3.

6. Plan for implementing the change Not applicable

7. Effect on Service Charges

8. Effect on Service Level 
Requirements

Not applicable

9. Effect on Documentation Not applicable

10. Impact on end users Not applicable

11. Other relevant matters (eg 
transitional impacts)

Not applicable

© Commonwealth of Australia 2015
SourceIT | Licence Support Services Contract | Release version 2.6
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notification – privacy documents for the two ICT procurements that we are facilitating on behalf
of the Child Care Fraud Investigation Team. The procurement process is ongoing at this stage
and will require CIO approval to proceed.

 in the Child Care Legal Team suggested I send these documents to you, so that you
can assess any possible privacy impact the procurements may have.

Please let me know if you require any further information, or would like to meet up to discuss.

Kind regards,

Integrity Measure Support Section/Child Care Integrity Branch
Payment Integrity  Group
Australian Government Department of Education
Ph: 

Opportunity through learning
www.education.gov.au
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Privacy Impact 
Assessment  
Child Care Fraud Investigations Team: 
Procurement of Fivecast ‘Insight’ 
software (15 July 2019) 

Document 8, 
Attachment A

202



Project notification – Privacy 

Purpose: To inform the Privacy Officer of a project that may be classified as a ‘high privacy risk 
project’. This form will be used to notify and will assist the Privacy Officer to provide advice on 
whether a project should be classified as a ‘high privacy risk project’, if required.   

Project title Fivecast Insight 

Project contact(s) 
 

Integrity Measure Support, Child Care Integrity Branch, 
Payment Integrity Group 

@education.gov.au  
 

Project goals/outcomes 

What are the goals and/or 
planned outcomes of the 
project? 

Please specify if the project 
is modifying an existing 
program. 

Fivecast is an open-source data collection and analysis 
platform that delivers insights from vast quantities of 
unstructured, multimedia data without the risks associated 
with normal open source searching. 

Fivecast allows analysts to identify new persons linked to 
networks suspected of fraudulent activity and consequently 
opened new avenues for criminal investigations. 

It will be used to target social media accounts and is essential 
to fraud investigation cases and the evidence underpinning 
prosecutions of defrauding Commonwealth child care 
subsidies. 

Many agencies have developed a policy for the collection of 
social media content as it relates to persons of interest to 
that department. These policies create a range of 
mechanisms used by investigative/compliance functions such 
that searches can be conducted but not linked back to the 
area making the searches. 

The Department of Education does not currently have a 
policy for social media collection against persons of interest 
(note: this is distinct from internal Protocols for Internet use 
by employees) and this is insufficient.   

Fivecast is a licensed product, owned and run by a software 
company operating in Adelaide. They sell licenses for use of 
the product which collects and stores data on the Amazon 
web service. The content of the software is owned by the 
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license holder until such time as the license is terminated, 
when Fivecast will delete all stored content. 
 

Key dates/timeframes for 
the project  
 
 

Start Date: When CIO procurement approval is granted 
(assuming August 2019 at this stage) 
End Date:  Two years after commencement date, with a 
possibility for extension  

What types or categories 
of personal information 
will the project involve? 
 
For example - individual 
names, addresses, date of 
birth, occupation etc.  
 
Please specify if any 
taxation or income 
information will be 
involved, e.g. Tax File 
Numbers 
 

Social media accounts can display multiple categories of 
personal information, and Insight is designed to extract 
whatever content is posted. 
 
The product cannot go beyond privacy limiters set by the user 
but will extract information from previously active but since 
deleted profiles.  
 
Sensitive information (e.g. evidentiary material etc.) will be 
accessed by restricted users via the software.  
 
The types of personal information, that will be accessible and 
handled through the Insight software may include: 

• individual names 
• addresses 
• occupation 
• date of birth 
• details of children 

 
The above list is not exhaustive, as any piece of personal 
information that is displayed on an individual’s social media 
account can be extracted. 

Will the project involve the 
handling of sensitive 
information? 
 
Please indicate applicable 
items in the list. 
 

Yes, the software will involve the handling of sensitive 
information, but in a secured environment.  
 
The sensitive information gathered will be that as provided by 
the user on social media platforms such as Facebook and 
Twitter; and ad-hoc browsing.  This information may include 
sensitive information (as defined by section 6 of the Privacy 
Act 1988) such as the following: 
  

• information or an opinion about an individual’s: 
o racial or ethnic origin; 
o political opinions; 
o membership of a political association; 
o religious beliefs or affiliations; 
o philosophical beliefs; 
o membership of a professional or trade 

association;  
o membership of a trade union; 
o sexual orientation or practices; 
o criminal record. 
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• health information about an individual.
• genetic information about an individual.
• biometric information that is to be used for the

purpose of automated biometric verification or
biometric identification.

• biometric templates.
Collection of personal 
information 

Please briefly describe how 
the personal information 
related to the project will be 
collected. (E.g. are 
individual’s being asked 
directly, will there be a 
transfer of data from a 
third party? Etc.)  

Information gathered will be that as provided by the user on 
social media platforms such as Facebook and Twitter; and ad-
hoc browsing.   

Fivecast is a near complete solution for government entities 
to explore social media in a way that does not alert users of 
social media of the enquiries being made.  

The product cannot go beyond privacy limiters set by the user 
but will extract information from previously active but since 
deleted profiles. 

Use and/or disclosure of 
personal information  

If applicable, please briefly 
describe how the 
department proposes to use 
personal information. 

If applicable, please briefly 
describe if the department 
is proposing to disclose 
personal information to 
third parties (e.g. other 
agencies, companies etc.)   

All user-generated data is assumed to be sensitive, including 
the raw/derived data, the multimedia and the collection and 
analytic configuration. Online persona details are assumed to 
be highly sensitive and have additional security controls 
applied.  

Personal information will not be provided to third parties that 
are not part of the case management and investigative 
process. The department’s use and disclosure of personal 
information is constrained by the powers provided under the 
Family Assistance Law, the Regulatory Powers Act, and other 
relevant Commonwealth legislation. 

The information is stored in a cloud, and third-party 
penetration testing has been performed as an 
unauthenticated attacker to validate information security 
controls. 

Will the project involve any 
of the following activities? 

Please indicate applicable 
items in the list. 

The project may involve: 

a. changes to existing policies, processes or systems that
involve personal information.

b. the establishment of a new way of identifying individuals,
such as a unique identifier, biometrics or online
identification system.
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c. a difference in the collection of, or the method of 
collection of, new or changed types of personal 
information. 

d. aggregate data, data matching or the bulk transfer of 
data.  

e. activities that could involve the re-identification of 
individuals, e.g. data-matching de-identified data sets.  

Does this project involve 
contracts/agreements with 
third parties? 
 
For example - projects that 
involve contracting with an 
ICT service provider to 
supply technology and 
digital services, or projects 
requiring the ICT services of 
another Government 
agency.  
 

The project will include the establishment of a Work Order 
arrangement between the department and Fivecast Pty Ltd 
following a direct source procurement process. 

Does this project involve 
the procurement of goods 
or services? 
 
For example - the 
procurement of a service 
provider to conduct surveys.  
 

The project is to directly source  specialised software 
licencing from Fivecast Pty Ltd, through a CIO approved sole 
provider procurement process 

Who are the key internal 
and external stakeholders 
for this project? 
 

Internal stakeholders include:  
• Integrity Measure Support Team (procurement admin 

work) 
• Child Care Fraud Investigations Team (users) 
• Chief Information Officer (procurement approval) 
• Enterprise Architecture Team (IT advice) 
• ICT security team (IT security advice) 
• ICT Procurement team (procurement advice) 

 
External stakeholders include: 

• Fivecast - (software developer/provider) 
• Commonwealth Director of Public Prosecutions (end 

user for prosecution cases). 
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Form completion 

This notification form has been completed by: 

Section/Branch/Group Integrity Measure Support, Child Care Integrity Branch, 
Payment integrity Group  

Author(s) and role(s)  

Date    July 2019 
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notification – privacy documents for the two ICT procurements that we are facilitating on behalf
of the Child Care Fraud Investigation Team. The procurement process is ongoing at this stage
and will require CIO approval to proceed.
 

 in the Child Care Legal Team suggested I send these documents to you, so that you
can assess any possible privacy impact the procurements may have.
 
Please let me know if you require any further information, or would like to meet up to discuss.
 
Kind regards,
 

Integrity Measure Support Section/Child Care Integrity Branch
Payment Integrity  Group
Australian Government Department of Education
Ph: 
 
Opportunity through learning
www.education.gov.au
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We will separately be progressing a request to have this funded by the CITA budget. 

Kind regards 
 

Phone  | Mobile 

Fraud tip-off line: 02 6121 5450 | Email: fraud@dese.gov.au| Submit an anonymous fraud tip-off: https://dese-gov-

au.whispli.com/reportfraud

From: @dese.gov.au>  
Sent: Wednesday, 13 April 2022 1:07 PM 
To: @dese.gov.au>; @dese.gov.au> 
Cc: @dese.gov.au>;  

@dese.gov.au>; @dese.gov.au> 
Subject: FW: Your Approval is Required RA4514464 

Hi  and  

Unfortunately there is no budget set aside in the CITA corporate account for this $80,000 ICTSR for Fivecast ONYX 
Additional Licence Purchase:

Grateful if you could please arrange approval at your earliest convenience from the delegate, , to fund 
this ICTSR from the CITA budget?    

Thank you 

 Finance Branch 
Financial Management Division 
Australian Government Department of Education, Skills and Employment 
Phone   
www.dese.gov.au
Please note I work half day Tuesdays. 

The Department of Education, Skills and Employment acknowledges the traditional owners and custodians of country throughout Australia and their continuing connection 
community. We pay our respects to them and their cultures, and Elders past, present and emerging. 
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