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Document Purpose
Education providers and software vendors who request to access PRISMS API Services must hold a valid and current Relationship Authorisation Manager (RAM) Certificate to meet Australian Government’s expectation on secure machine-to-machine exchanges. As an essential step of the application process to gain access to PRISMS API Services, providers and vendors are required to provide their public certificate which is contained in their RAM Certificate to the Australian Department of Education.
This document provides a guide for Principal Authorities and Authorised Administrators to create a RAM Certificate and extract the public certificate from it using Open SSL. 
This guide should be used along with the RAM website for more detailed and updated information.
Key Terms and Acronyms
	Term/Acronym
	Description

	API
	An Application Programming Interface is a set of rules and protocols that allows two different software programs to communicate with each other.

	ATO
	The Australian Taxation Office owns the RAM service that enables individuals to link their Digital ID (myID) to an Australian Business Number (ABN) to act on behalf of a business online. 

	Authorised Administrator
	An authorisation administrator is a person appointed by Principal Authority to manage business access and machine credentials in RAM, allowing them to create, edit, and revoke authorisations for staff on behalf of the business.

	Keystore
	The computer file path specified to create and store RAM machine credential aka RAM Certificate.

	OpenSSL
	OpenSSL is a software library for applications that provide secure communications over computer networks against eavesdropping and identify the party at the other end. OpenSSL contains an open-source implementation of the Secure Sockets Layer (SSL) and Transport Layer Security (TLS) protocols. It is widely used by Internet servers, including majority of the HTTPS websites.

	Principal Authority
	A principal authority is a person responsible for the business, such as a trustee or director. A principal authority can create a machine credential or authorise someone else to do so. Click here for more information.

	PRISMS
	The Provider Registration and International Students Management System is a secure Australian government database used by education providers to issue Confirmations of Enrolment (CoE) and report international student data to the Department of Education and Department of Home Affairs. It ensures compliance with the Education Services for Overseas Students (ESOS) Act.

	Private Key
	A private key in asymmetric key pair in RAM Certificate is the secure, secret cryptographic key. This key enables secure machine-to-machine transactions, authenticating the business during electronic interactions with government agencies.

	Public Certificate
	RAM Certificate contains a public certificate and a private key. The public certificate contains a public key in asymmetric key pair which is an electronic document component of a Business Machine Certificate that binds a specific machine or software application to an organization, enabling secure machine-to-machine interactions with government agencies.

	RAM
	Relationship Authorisation Manager

	RAM Certificate
	A RAM Certificate is an electronic document signed by the ATO as the Certification Authority for the Machine Authentication Service via the RAM system. The certificate identifies a subscriber by way of a distinguished name, binds the subscriber to a key pair by specifying the public key of that key pair, and contains the information required by the certificate profile. 




Access RAM
To access RAM, a Digital ID recognised by the Australian Government such as myID is required. The standard of the identity strength has different requirements for different access purposes. For how to set up a Digital ID to access RAM, visit the RAM website. This website will detail:
· what identity strength is required
· how to access RAM with your Digital ID
Create Machine Credential/RAM Certificate
A machine credential is also a business machine certificate which permits machine-to-machine interactions. Creating a machine credential via RAM is required to transact with government services including PRISMS API services owned by the Department of Education through your business software. The RAM website has clear step-by-step instructions to create and store a machine credential aka RAM Certificate. The website also has other relevant information you might need:
· When to and who can create a machine credential
· Who is a principal authority
· How to create an authorisation
Extract Public Certificate
A RAM Certificate is an X.509 certificate. X.509 is a standard format for public key certificates. Each X.509 certificate includes a public key, identifying information, and a digital signature. 
There are various methods to extract the public-key certificate from an X.059 certificate, OpenSSL is the most common way. The following steps outline how to extract the public certificate from your RAM Certificate using OpenSSL.
Step 1
To begin with, download and install OpenSSL via its official website.
Step 2
Locate your RAM Certificate file in your keystore path, which is in the “.xml” format and named keystore.xml by default but the name can be changed when you create the machine credential.  Use a text editor such as Notepad or Word to open the file.
Step 3
Copy <publicCertificate> base 64 encoded content into a new text editor. 
Step 4
In your new text editor, add a line
-----BEGIN CERTIFICATE----- 
to the top, then add a line 
-----END CERTIFICATE----- 
to the end.
Step 5
Save your new text editor file in the “.p7b” format with a meaningful name to your organisation.
Step 6
Open your computer Command window, navigate to the folder where the p7b file is stored by using the Change Directory command CD, e.g., type:
cd C:\Users\Username\Downloads
then hit Enter to run it.
Step 7
Type the command:
openssl pkcs7 -print_certs -in xxx.p7b -out xxx.cer
then hit Enter to run it. This command exports the p7b file to a new file in the “.cer” format.
Step 8
Open the “.cer” file using a text editor, the first certificate in the list you see is your public certificate of your RAM Certificate. Copy the entire text block between the first “-----BEGIN CERTIFICATE-----” and “-----END CERTIFICATE-----”.
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Step 9
Remove all hidden line spacing characters in the copied text block before sending it to PRISMSAPI@education.gov.au.
To remove the hidden line spacing characters, you can use Ms Word or other text editor tools. If using Word, click “¶” to show all toggle symbols and remove them.
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subject=C-AU, 0-86126549308, CN-DemoGCredentialKey2024, dnQualifier=ABR
issuer=C-AU, O-Australian Taxation Office, OU=Certification Authority, CN-ATO Sub Certification Authority

BEGIN CERTIFICATE-----
MITFgzCCBGugAWTBAZTUDNZIBE InrtHOAAYHHPRRMLinh@wDQYIKoZThveNAQEL
BOAWFELMAKGALUEBRMCQUUXT ZAhBENVBAOMGKF1c 3Ry YHXpYHAEVGFAYXRpb24g
‘T2ZmahiNIMSAwHgYDVQQLDBADZX10aHZpY 2F 82HOUTEF 1dGhvcm1@e TEOMCYGALUE
AwFQURPTFN1Y1BDZX]0aNZpY2F0al9uT EF1dGhcml@eTAeFwlyNDAZMTkiME2
MTFaFw@yNJA2MTkE2HTBaMFQxCzAIBENVBAYTAKFVMRQUEYDVQQKDAS AN Ey
'NUBOTMWODEMBBGAIUEAwYTWV 2aGVKRONy ZWR 1bnRpYHXLZXKkyMDIBMOWWCEYD
'VQQUEWNBQLTwggEiMABGCSGSTb3DQEBAQUAA TBDWAWEEEKAOTBAQCCqPojH1GR
YdTTmgaCAInXIN1y2Xc3LyAl1r71tXUQtBgaA7Nt6TDO12tURYQn7vXedPQABUVL
UICUEXCHT3CgDAHrrN2Rmmlixkxeg7EQTF17MDVen /mS2+NpCBEwhVESAVZHRSSAL
EdW/282020QB0BBHPx1ek+GBAKVOB1YYbPAGrFY3aazbUi TAUS04c26x73R5UF 35
PbfPpIS18c+5KG18t1tYZqa+THUOWXAGSSDruZLPtPFDMS9yKo] SRPRhEVKSCEVS
BPuaitu7s]/uMaISN3jvbk7IFP88CC7vkY3mt I TaNTAF t0Q6190S SagheRS/rdQf
5tdQbTTqVZINAGMBAAG jggThMIICHTAMBENVHRMBAFSEATAAMBEGALUATIWQYMBaA
FF7Udri)4F19Tg8hxWYG651Vu+5LMITBY gYDVROgBTTBHTCCAVUWggFRBEKIAHG
KWUBCAEwggF CMTBPEYTKWYBBQUHAE TggEwtoTBLABVAHMAZQAZAHQAGABDAHMA
TABJAGUACEBOAGKAZEBPAGHAYQBRAGUATABVAGAAbABSACAAZEBYAHTATABBAGEA
ZQAgAHAAAQBY AHAADIB ZAGUAT ABWAGUAC B tAGKAABRAGUAZAAGAGKADEAGAHOA
‘aAB1ACAAYQBWAHAADABAGHAY QB 1 AGHAZQAGAENAZQBY AHQASQBAGKAYWBAHQA
ZQAGAFAAbWBSAGKAYwBSACAATABMAGKALQBpAHQAZQBKACAADABAGEAY gBPAGIA
2QBOAHKATABRAHAACAB SAGKAZQB zACAAL QAGAHTAZQBAGUACEAGAHQADWAAHQA
2AB1ACAAQuB1AHTAdABPAGYAaQB JAGEAGAB1ACAAUABVAGKAAQB JAHKAL JAJBENV
HSUEF AUBggrBgEFBOCDAE YTKWYBBQUHAWQWOAYDVREFBDEWL 2AtoCugKYYnaHR®
€DovL38raS5hdG8uZ292LmF1L 2NybHMVYXRVC3ViY2ELY3)sMBOGA1UdDEQHBBQO
WL1LTYuAaivqDsDofeUXBTqcpDAOBENVHQBBAFBEBAMCBPAWDQY IKOZThVCNAQEL
BOADGEEBAK2CYrgL s Tzej SwSpakichxkB+NgXvWG3ELPCgh/KhYdmQux9A+aX3en
XI/514BhDUPdal thdEsJK2ZAaVrBrmuRTs@S1vvkHI42C tXwea+OVpcEQKa+ilT
dz3Au1tCKGRqTXAe FAmp FkBRUSH+rHWUQDF3Fa Y TonKgnCDaKriucGcrolk62Xs
FABVyEQ/YvCHPndRAI TVt goavkiVxvxXzGy 1 eBUGFuBreaterTjIQAKNCHVGHaIm
VD1DUSH08G )5k s3Cwdmre03B4WaC3216Ac JDHSCAKEHYgAmN2GugIHBonZ 7WjKm
Pnd7UYV6pHorPmDgzuXBueNNdoMzMco=

----- END CERTIFICATE-----

subject=C:

--BEGIN CERTIFICATE-
MITHDCCBPagAWIBAGTUXnL bugZacyh JMSxkuxT0Z2Sx@wDQYIKoZThvcNAQEL
BOAWF ZELMAKGALUEBRMCQVUXT ARBENVBAGMGKF1c 3Ry YHixpYWAGVGF 4YXRpb24g
‘T2ZmakiNIMSAwHgYDVQQLDBADZXI0aHZpY2F 8aHIuTEF 1dGhvcml0e TEPNCCGALUE
AwwgQURPTF Jvb3QgQ2VydG1maklindG 1vbiBBdXRob3JpdHkwHhcNMTkwNDAAMDE Z
MDOVHh I ikliDATMDE ZMDOVHB+H0SWCOYDVOOGEWJBVTE {MCEGATUECEWa0XVZ

, O-Australian Taxation Office, OU=Certification Authority, CI
issuer=C-AU, O-Australian Taxation Office, OU-Certification Authority, CN-ATO Root Certification Authority

\TO Sub Certification Authority
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